127 018, MockBa, CyweBckuii Ban, .18
TenedoH: (495) 995 4820

®dakc: (495) 995 4820
http://www.CryptoPro.ru

E-mail: info@CryptoPro.ru

N
} KPUTTTOIPO
L,

Cpeacrteo
Kpuntorpagpunieckomn
3aWunThbl
NHdopmaumm

Kpuntollpo CSP

Bepcusa 4.0 R4 KC1

1-Base

PykoBOoACTBO
aAMWHUNCTpaTopa
6e30nacHoOCTU

Ncnonb3oBaHne CK3U
noa ynpasneHueMm
OC AIX

XKTAN.00087-03 91 06

NluctoB 24

2018 .


http://www.cryptopro.ru/
mailto:info@CryptoPro.ru

XTAN.00087-03 91 06. Kpuntollpo CSP. PykoBoACTBO agMnHUCTpaTopa 6e3onacHocTu. Micnosb3oBaHue
CK3U noa ynpasneHmnem OC AIX.

© 000 «KPUNTO-MNMPO>», 2000-2018. Bce npaBa 3awWMlyeHbl.

ABTOpCKMe npaBa Ha cpeacTBa Kpuntorpaduyeckon 3alwuTbl UMHPOpMaLMKM TuNa
Kpuntolpo CSP 1 skcnayaTauMOHHYO AOKYMEHTauWul K HUM 3apernctpmpoBaHbl B
PoccuiickoM areHTCTBE MO NaTeHTaM M TOBapHbIM 3HakaM (PocnaTeHT).

Hactoawmn JokyMeHT BXOAUT B KOMMIEKT NOCTaBKKN nNporpaMMHoro obecneveHna CK3U
KpunTtolpo CSP Bepcnn 4.0 R4; Ha Hero pacnpoCcTpaHSATCS BCe Y TU10BUS TNLLEH3MOHHOM
cornaweHus. bes cneumanbHOro NUCbMeHHOro pa3speweHns OO0 "KPUMTO-MPO"
LOKYMEHT UK €ro 4acTb B 3JIEKTPOHHOM M/IM MeYaTHOM BUAE He MOryT 6bITb CKOMMPOBaHbI
M nepegaHbl TPETbUM fIMLLAM C KOMMEPYECKOW Lenbio.




XTAN.00087-03 91 06. Kpuntollpo CSP. PykoBoACTBO agMnHUCTpaTopa 6e3onacHocTu. Micnosb3oBaHue
CK3U noa ynpasneHmnem OC AIX.

CopepxaHune
AHHOTaLMA
1. OcHOBHbIE TEXHMHECKMUEe AaHHble U XapakTepuctku CK3U 5
1.1. MPOrPaMMHO -aMNMAPATHAST CDEIA 1t eutuenenenenenenruturnrnsaensaeseaeaenesenensnetetatstetesensnsnssserererererererenenenenes 5
1.2, KITHOUEBDBIE HOGATE M cuvutuienensensusnseassssnsnsnnsnsnsessnsssassseassssnsssessnsssessssensnsssensssensssensnsensssnsensnsnnennes 5
2. YcraHoBka gauctpmbytmnsa NO CK3U 6
3. 06HoBneHne CK3U 7
4. HacTpoiika CK31
4.1. fJocryn K ytummte Ana Hactponkv CK3M KpUNTOMIPO CSP ....vvviieiiiiiiiiieir e 8
4.2. BBOA CEPUNHOIO HOMEPA JIALLEHBM M tuetieneuesensteensnssnenssnsensssasssensssensnstesnssseasssssensssenensenenrssensnnens 8
4.3. Hacrporika 060pyA0BaHNSA CKBM. .. ..ot e e e e eas 8
4.4.YCcraHOBKa MapaMeTPOB XYPHAMPOBAHMIS . uuuuieniuitenisisssssssessssesasas s sss s esnsansnsaneases 8
4.5. Hacrpoirika KpUnTonpoBaNAEPA MO YMOJTHAHUED «.cuiruiuieinestneuseeusteeusssteenssseetsensnsenenssnenssrenenrnrennes 9
4.6. BKkoueHve pexxmMa YaUIEHHO MO KOHTPOJISt MAT0Ib30 BAHMS KITOUEM tuuvvuiererieerseerssssnsnsensennennens 9
5. YcTaHoBKa COnyTCTBYIOLL MX NaKeToB 10
LI I 51757 217 Ty =1 = TN 11 Yo B 1 PPN 10
6. CoctaB 1 HazHaueHue koMnoHeHT MO CK3U 11
6.1. Ba30BbIe MOLYIIM CKBM. ...t s e e r e e e e e e e s s e s e e e neasanenananns 11
(ST I O 53 07 1 o (= 1= B Tl o Yo=Y o F PP 11
6.1.2. Moaynun ceteBon ayTeHTUMUKAUMM KPUNTOTTPO TLS Loiuiiiiiiiiieiiieieieeses e snenneneennsnneneneanes 11
(S G R o A 3T o] Y= o | 11
6.1.4. MOAYIIb WIPEIIIE .ottt e 11
6.2. Mogym nogacreMbl MPOrPaMMHOM COK . ..uiiiiiiiii e e e 11
[T R oY1 3V P> 1 Yor= ] o1 1722 PP 11
(ST A A 537 (57317 Lo (=1 7c= TN 1] o [ e 1 P 11
(STPC T 1 o AV 2 1/ Yoy oo T Lot 1 FA 11
(S T 5 (031 Lok (<1 = N 1 o [ £=TUT o J PP 11
6.2.5. MOAYIN AATUNKOB CITYHAMHDBIX MO Tu . tuetut st tuetaesaeenesseasesaesseeaerseaserseassnsentenetneeasersenssnnsnes 11
7.BctpavBanune CK3U B npuwnagHoe MO 12
8. TpeboBaHMss N0 OpraHMBaLMOHHO-TEXHMHMECKMM W  aAMMHUCTPAaTMBHbIM MepaM obecneuyeHus
akcrnyaTtauum CK3U 13
8.1. Obwwme Mepbl 3awutbl oT HCO, TO ¢ ycraHoBieHHbIM CK3U AN OC ALX ..ovviviiiiiiceineeee e 13
8.1.1. OpPraHN3aALMNOHHO-TEXHUUECKME MEPDBl .t uueusnenernesnesnesnssnessssnrsnernrsnernssnsmnsmnmmnmnnrmemsmnsmnenes 13
8.1.2. JononHuTtenbHble HACTPOMKM OC ADX . .riuiirieie it sserneaneseerneserneanesnsanerneansananneanernennennenes 15
8.2. TpeboBaHMA MO pa3MeLLLEeHNI0 TEXHUYECKUX CPeACTB C YCTaHOBAEHHbIM CK3M ..., 18
9. Tpe6oBaHua No KpunTorpad MMeCKou 3alyure 19

MpunoxkeHue 1. KOHTPONb LE/I0CTHOCTU NPOrpaMMHOIo obecneyeHus 22



XTAN.00087-03 91 06. Kpuntollpo CSP. PykoBoACTBO agMnHUCTpaTopa 6e3onacHocTu. Micnosb3oBaHue
CK3U noa ynpasneHmnem OC AIX.

AHHOTAUUSA

[JaHHbIN [OKYMEHT pononHseT AoKyMeHT «XTHAM.00087-03 91 01. Kpuntollpo CSP. PykoBoACTBO
agMmHucTpaTopa 6esonacHocTmn. O6was yacrb» npu ncnonb3osaHmm CK3MN noa ynpasnenHmnem OC AIX.

WHCTpyKunn agmMmmHuctpatopaMm 6e30nacHOCTM M NOJSb30BaTeNnsiM pasiMyHbIX aBTOMaTU3MPOBAHH biX
cucteM, ncnonbaytownx CK3MN «Kpuntollpo CSP», nomkHbI pa3pabaTbiBaTbCs C y4eTOM TpeboBaHMM HACT OSLLErO

AOKyMeHTa.
Cnuncok cokpalieHunmn
CRL Cnuncok oto3BaHHbIX cepTudmkaTtoB (Certificate Revocation List)
TU-T Mex ayHapoaHbIi KOMUTET No TenekoMMmyHukaumsam (International Telecommunication
Union)
IETF Internet Engineering Task Force
AC ABTOMaTU3MpPOBaAHHAsA cucrema
APM ABTOMATU3NpPOBaAHHOE paboyee mMecTo
rMa T'MOKNM MarHUTHbBIN ANCK
Acy JaTuuk cnyydyamHbIxX Yncen
HDD XeCTKnn MarHUTHbIN ANCK
K1 KoHeuYHbIM Nnonb3oBaTe b
HCAO HecaHKLMOHMPOBaHHbIN AOCTYN
ocC OnepaunoHHasa cucrema
MAK MNporpaMMHO-annapaTHbIN KOMMNeKC
no MNporpamMmHoe obecneveHune
Perncrpauns ;Ialflf)o:g:ﬁezizeﬂenewblx aTpubyToB (aapeca, HOMepa K/ 4a, NpaB UCNOJIb30BaH s
COBOKYMHOCTb  WMHCTPYKUWN W ApYron pernamMeHTupylowen [OKyMeHTauuu,
PernameHT obecneumBatowenn @GyHKUMOHMPOBAHME aBTOMaTU3MPOBaHHOMW CUCTEMbl BO BCeEX
pexumax.
CBT CpeacrBa BblMUCIUTEbHOW TEXHUKN
DNeKTPOHHbIM AOKYMEHT, MOATBEPXAANLWNA NPUHAAIEXHOCTb KA4Ya MNpPOBEpPKM
Ceptudukar 3/IEKTPOHHOM MNOAMUCU UM  OTKPbLITOrO K/O4Ya WM OonpeaesieHHbIXx aTpubyToB
KOHKPETHOMY abOHEeHTY
CepTudukau s Mpouecc N3roToBAeHUA cepTudmUKaTa KIo4va NPoOBEPKN 3NIEKTPOHHON NOANUCU WU
OTKpbITOro knt4ya aboHeHTa B LLeHTpe cepTudmkaumm
CK3u CpeacrBo kpunTorpadmyeckol 3awmTbl MHGOpMaLmn
CcocC Cnucok oTo3BaHHbIX cepTudmnkaTtos (Certificate Revocation List)
cc CnpaBoOYHUK cep'rumpMKaTOB OTKPbITbIX K/tOYEN N KIKYEN NPOBEPKM I/IEKTPOHHOM
noanuncn. CeTeBOn CNpaBOYHUK.
LC LeHTp CepTndumnkauun (Yaocrosepsawowmnin LleHTp)
P LleHTp Perncrpayunm
24 DNEeKTPOHHbIN AOKYMEHT
an DNeKTpOHHas Noanuch
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1. OCHOBHble TexHn4yeckme AaHHble 1 xapakrepuctnkn CK3U

1.1. MporpaMMHoO-annapaTHasa cpeaa

CK3M «Kpuntolpo CSP» ncnonb3yeTtcs B nporpaMMHo-annapaTHon cpeae OC AIX 6/7 (POWER).
Co cpokaMu sKcnayaTauum onepauuoHHbIX CUCTEM, B cpefe KOTopbIX pyHKUuMoHMpyeT CK3U, MOXHO

03HAKOMUTbLCA MO CreayllleMy agpecy:
<http://www.ibm.com/software/support/systemsp/lifecycle/>.

1.2. KntoueBble HOCUTENN
B kauecTBe KNOUYEBOro HOCUTENSA 3aKPbITbIX KOYENH u kno4ven 3 ucnonblyetca pasgen dalinoson

cucrembl Ha HDD M3BM.

1. XpaHeHue 3aKkpbITbiXx kNtoYelt Ha HDD MNM23BM gonyckaeTcsi TONbKO NpU YCII0OBUKW pacrnpocTpaHeHus
Ha HDD wnu Ha N3BM c HDD TpeboBaHui no obpaweHuo C KIo4YeBbiMM HocuTenamu (n.6.7

XT5KM.00087-03 91 01. PykoBoacTBo aagMnHucTpaTtopa 6esonacHocTmn obuias 4acrb).
2. icnonb3oBaHWe HoCuTenen Apyrmx TUNOB - TOJIbKO Mo cornacosaHuto ¢ ®ChB Poccun.
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2. YctaHoBka guctpubymea 0O CK3U

YcTaHoBKa, yaaneHne wu ob6HoBneHne [0 ocyllecTBNsAeTCs MoJjb30BaTesleM C MnpaBaMu
aAMUHUCTpaTopa: Mo YUYETHOM 3anuckio root UM C UCMONb30BaHMEM KoMaHabl sudo.

CK3MN Kpuntolpo CSP TpebyeT cneaywwer nocnefoBaTesibHOCTM YCTaHOBKKW: CcHavana
yCTaHaB/IMBAETCA MpoBangep, 3aTeM YyCTaHaB/MBAOTCH OCTaljibHble MOAYAW, BXoAslme B COCTaB
KOMMNeKTaumu.

B OC AIX ansa ycTaHoBKW, yaaneHuss u obHoBneHus MO npuMmeHstoTcs naketol (packages).
MakeT - apxuB AUCTpubyTMBaA, coaepxawui dannbl yCTaHaBAMBAEMOro npwuaoxeHnss un dannbi,
NCMOMb3YOLWMECS MHCTANNATOPOM ANs KOHMUrypupoBaHus cpedbl. B onepauunoHHbiXx cucteMax AIX
ncnonb3lyetcsa MeHeaxep naketoB RPM (Red Hat Package Manager), koTopbih siBnsetcs rMbkumm
WHCTPYMEHTOM A/1 YCTAHOBKW, yAasieHusi, 06HOBNeHUS W COOpPKM MpOrpaMMHbIX NakeToB. [lakeTbl,
npeAcTaBfieHHble B Buae daina C pacwmpeHueM .rpm, cogepxaTt B cebe HenocpeaCTBEHHO dannbl
MO n nHdopMaumno ANa KOHUIypupoBaHus cpeapl.

[ns ycTaHOBKM NakeTa MCNOJb3yeTCcs KOMaHaa:
rpm -i <damn_nakera>
Hanpumep: rpm -i./Isb-cprocsp-base-3.6.1-4.noarch.rpm
Onsa ypaneHus nakeTa MUCMNonb3yeTcs KoMaHaa:
rpm -e <uMs_nakera>
Hanpumep: rpm -e Isb-cprocsp-base-3.6.1-4
MM nakeTa MOXET He BKAK4YaTb BEPCUIO.
Hanpumep: rpm -e Isb-cprocsp-base
Takxe yrnpaB/ieHMe NakeTaMu MOXXHO BbINOSHATL 4Yepe3 rpaduyeckyto o6onouky smitty.
dannbl M3 NakeToB yCTaHaBMMBatoTCs B /opt/cprocsp.

MakeTbl 3aBUCAT Apyr OT Apyra, NO3TOMY AOJIKHbI YCTAHaB/IMBATbCA MO nopAaaKy C y‘-IéTOM 3TUX
3aBVICVIMOCTEI71, d yAanAaTbCA B 06paTHOM nopsaake. YC/IOBHO MOXHO CUUTaTb npaBwJibHbIM NOPAAKOM
TOT, KOTOprVI onucaH B Tabnuue 3aBUCUMOCTEN M Ha3HAUEHUS MAKETOB.

MakeTbl MOryT 6bITb He3aBUCMMbIMW OT apxuTekTypbl (noarch B umeHn danna nakerta), Toraa
OHW CTaBATCA Ha N6yl apxutekTypy. lMakeTbl MOryT 6bmb AN apxuTtekTypbl ppc32 (ppC B MMEHMU
danina nakerta), a TaKXe A9 apxXuTekTypbl ppc64 (ppc64 B MMeHM alna nakeTa), TOr4a OHMU
cTtaBatcsa Ha OC, cobpaHHylo o4 COOTBETCTBYHOLLYK apxuTekTypy. Yacto 64-6utHble OC
OAHOBPEMEHHO MOAAEPXMBAKT M 32-6UTHble MPUIOXKEHUS, U 64-OBUTHbIE, TOr4a Npu HeobxoaMMOCTH
MOXXHO CTaBuUTb 06a KOMMNNEKTa.

Tabnuuya 1 - 3aBMCUMOCTb M Ha3HaYeHMs NakeToB (415 NPOCTOTbl ONMCaHbl 32-6UTHble NakeThbl).

Ma nakeTa 3aBNCUMOCTU Ha3HauyeHne nakeTa

Ob6sa3aTesibHble NakeThl

cprocsp-base Ba3oBbli nakeT, YyCTaHaBAMBaeTcs
nepsbIM.

cprocsp-rdr cprocsp-base OCHOBHbIE MPUJIOXK EHNS, CHUTbIBATEM
n OCY.

cprocsp-capilite cprocsp-rdr CAPILite, nporpamMmbl n 6ubnmoTekmn

ANna  BbICOKOYpOoBHeBOW paboTbl C
Kpuntorpaduen (ceptudukatamm,

CMS..).
cprocsp-kcil cprocsp-rdr Mpoeanaep KC1.
JononHuTenbHble NakeTbl
cprocsp-devel cprocsp-base MakeT ans pa3paboTuunka.
cprocsp-stunnel cprocsp-base YHuBepcanbHbih SSL/TLS TyHHeNb.
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3. O6HoBNeHne CK3U

Ona obHoBneHnss CK3W Ha OC AIX HeobxoamMmo:
— 3anoOMHUTb TeKyLlwyl KoHdburypauyuto CSP:
*Habop yCTAHOB/IEHHbLIX MAaKETOB;

" HaCTPOWKH npoeargepa (ans MpOCTOThI MOXHO COXpaHUTb
/etc/opt/cprocsp/config[64].ini);

— ypaanuTb WTaTHbiMN cpeacteamm OC Bce nakeTbl CK3U;
— YCTAHOBWUTb @aHaNoOrn4yHble HoBble NakeTbl CK3U;

—  Npuv Heob6XoAMMOCTM BHECTU M3MEHEHUS B HACTPOMKM (MOXHO nocMmoTpeTb diff cTaporo
n HoBoro config[64].ini);

—  KJIK4Yn u“ CepTI/ICbVIKaTbI COXpPaHAKTCA aBTOMATUYECKMN.
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4. Hactponka CK3U

4.1. fJocTyn K ytunute gnsa Hactponkmn CK3WN Kpuntollpo CSP

HacTpoiika CK3W ocyuwecTBnseTcsa ¢ noMowblo yTunutbl cpconfig, KoTopas BXoAMT B COCTaB
avcTpubyTmBa wn pacrnofiokeHa B auvpekTtopunm /opt/cprocsp/sbin/<Ha3BaHuwe_apxuTekTypbl>. Ecnu
ycTaHoBneHbl nakeTbl CK3W ana pByx apxutekTyp, Hanpumep, ia32 mn x64, TO A[ENCTBUSA NO

HaCTPOMKE HY>XHO MPOBOANTb ABaXAbl — AN KaXAOW apXuTeKkTypbl cpconfig-oM M3 COOTBETCTBYHOLLEN
nanku.

4.2. BBOA CepUMHOro HoMepa JNLEH3UN

Mpn ycTaHoBKe nporpamMMHoro obecnedeHns CK3M 6e3 BBOAA /IMLEH3UM MOJSIb30BATENHO
NpefoCTaBAAETCS NIMUEH3NS C OrpaHWYeHHbIM CpPOKOM aencTteusa. Ons wncnonb3oBaHms CK3W nocne
OKOHYaHWA 3TOro CpoKa nMosb3oBaTeNb AO/KEH BBECTUM CepuiiHbIA HOMep C 6naHka nuueH3uu,
MOSIY4YEHHOM Yy oOpraHmsauum-paspabotumka wMnNM opraHusauumm, MMelower npaBa pacnpocTpaHeHus
npoaykTta (awnepa). Ans npocMoTpa uMHGopMaumn O TULEH3UM BbINOHUTE!

# cpconfig -license -view

Onsa BBOAA NMLEH3UN BbINOJSIHUTE:

# cpconfig -license -set <cepuitHbli HOMEP>

CepwuiliHbin HOMep criegyeT BBOAMTb C cobnogeHnem permctpa CMMBOJIOB.

4.3. HacTpolika obopynoBaHmsa CK3U

Ytunuta cpconfig Takxe npegHasHayeHa AN UM3MeHeHuMs Habopa YCTPOWCTB XpaHeHus
(HocuTenen) n cunTbiBaHMA (CuyuTbiBaTENEN) KAOYEBON MHMOPMAUMM M AATUMKOB CJly4YalHbIX ymcen.
MpeaycTaHOBNEHHBIMU ABASAOTCS cuuTbiBaTenn flash-Hocutenen n obpas AMCKETbI Ha XXECTKOM AUCKE.

MpOCMOTpP CNMUCKA HACTPOEHHbLIX CUMUTLIBATENEN MPOM3BOAUTCSA KOMAHAOM:

# ./cpconfig -hardware reader -view

,U,J'IFI LI,OGaBJ'IeHVIﬂ CcyUTbIBaTeENd ANCKET UCMOJIb3YETCHA KOMaHAa:

# ./cpconfig -hardware reader -add FAT12 0 -name "Floppy Drive"

MpoCMOTp CNUCKa HacTpoeHHbIX [CH npon3BoaANTCS KOMaHAOM:

# ./cpconfig -hardware rndm -view

B wucnonHenHun 1-Base pans kKoHconbHoro BuoACH wucnonb3yetcs nakeT cprocsp-kcl.
KoHconbHbM BrnoCHY BBOAUTCH KOMaHAOW:

# ./cpconfig -hardware rndm -add bio tui -level 5 -name "Console BioRNG"

Ona nobasneHns OCY KMAM:

# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis 1
/var/opt/cprocsp/dsrf/dbl/kis 1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis 1
/var/opt/cprocsp/dsrf/db2/kis 1

Takxe Hago ckonupoBaTh dannbl ¢ BHeWwHen raMmmMon (06bdHo B /tmp/db[1,2]):
# cp /tmp/dbl/kis 1 /var/opt/cprocsp/dsrf/dbl/kis 1

# cp /tmp/db2/kis 1 /var/opt/cprocsp/dsrf/db2/kis 1

MonydeHne noapobHown cnpaBku no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware -help

4.4. YcTaHOBKa NnapamMeTpoB XYypHaanposBaHus



XTAN.00087-03 91 06. Kpuntollpo CSP. PykoBoACTBO agMnHUCTpaTopa 6e3onacHocTu. Micnosb3oBaHue
CK3U noa ynpasneHmnem OC AIX.

CK31 Kpuntollpo CSP nossonsietr cobupaTb OTNAAO0YHYI WMHGMOPMALUIO U UMeeT BO3MOXHOCTb
npoTokonmMposaHmss cobbmuin. WHboOpMaumns 3anucbiBaeTCcs B CUCTEMHbIM XypHan (06bMHO B
/var/log/messages). CylwecTByeT BO3MOXHOCTb WM3MEHEHUS] HAaCTPOEK >XXYPHA/SIMPOBaAHMSA Pas/IMYHbIX
moaynen npoaykrta. CywecTByeT BO3MOXHOCTb W3MEHEHUS YPOBHS XypHanupoBanus un dopMaTta
BbIBOAVMbIX OT/1IaA04YHbIX COOBLLEHNN.

MNMonyyeHne cnpaBkKW NO HaCTPOMKaM >YpPHaNMpoBaHUS:
# cpconfig -loglevel -help
Moaynu, Ons KOTOpbIX NOAAEPXKMBAETCSH XYpPHaMpoBaHue:
CpCcsp - A4po KpunTonpoBanaepa
capilO - CryptoAPI 1.0
cpext
capi20 - CryptoAPI 2.0
capilite - CAPILite

libcspr
cryptsrv - cnyx6a XpaHeHus Kno4en
libssp - TLS

cppkecsll - PKCS11
cpdrv - gpariBep
dmntcs

4.5. HacTpoika kpuntonpoBaraepa Mo yMOSYaHuo

MpoCcMOTp TUMNOB AOCTYMHbLIX KPUNTOMNpPOBaliAepoB:

$ ./cpconfig -defprov -view_ type

MpocMOTp CBOMCTB KpMNTOMNpoBanaepa HY>XHOro Tuna:

# ./cpconfig -defprov -view -provtype <provtype>

YcTaHOBKa npoBangepa no yMOJYaHWUIO AN HYXHOro tuna:
# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provname>

Mony4yeHMe MMeHM npoBangepa Mo yMOSHAHMIO A8 HYXHOrO Tuna:
# ./cpconfig -defprov -getdef -provtype <provtype>

4.6. BKkloveHMe pexxmMa YCUIEHHOro KOHTPOJIS UCMNOAb30BaHUS Kito4eln

PexxvM yCUNEeHHOro KOHTPOJSS WCMOSb30BaHWUS kitodelr obecneuymBaeT ocyllecTBieHne
KOHTPONIS CpOKa AEeNCTBUS AOSIFTOBPEMEHHbIX KJIIOYEN 3NEKTPOHHOM MOAMMCU N KNoyeBoro obmeHa,
KOHTPONS [OBEPEHHOCTM KJO4Yel MNpOoBEepKM 3SIEKTPOHHOM MOAMUCU U KOHTPONIS KOPPEKTHOro
MCMOMIb30BaHUA MNPOrpaMMHOro AaTyuka CJy4danHbiXx uyucesn. [locne ycnewHon WHCTannauum
HeobXx0ANMO BKJIOUUTb AAHHbIA PEXWM, BbINOSIHUB KOMaHAY:

#./cpconfig -ini "\config\parameters' -add long StrengthenedKeyUsageControl 1

Ons  obecneyeHuss KOPPEKTHOro (QYHKLUMOHMPOBaAHUS nMpoBakgepa B 4YacTu BbipaboTku
3/1eKTPOHHOM MoAMNMUCKU, a TakXxe paboTbl C BPEMEHHbIMM KA4YaMu (B 4YaCTHOCTW, Ans paboTbl B
pamkax TLS-coeanHeHus 6e3 ayTeHTUPUKAUUN KIMEHTa) W TreHepauun CrlydalHblX AaHHbIX

Heo6X0AMMO MPOM3BECTM BbIPabOTKY [AONITOBPEMEHHBIX KJIOUYEN WAM 3anyCcTuUTb YTUIWUTY csptest,
npeaBapuTeNibHO MPOBEPMB, YTO 3aperucTpupoBaH XoTs 6bl OAWH AATUMK CAy4YaHbIX Yucen .

# ./csptest -keyset -verifycontext -hard_rng

Ncnonb3oBaHne CK3UM 6e3 BKAOUEHUS peXXmMMa YCUIEHHOro KOHTPOJIS UCMNOMb30BaHUA Kito4en
pa3pelaeTca NCKNIIYNTENIbHO B TECTOBbLIX L ENAX.
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CK3U noa ynpasneHmnem OC AIX.

5. YctaHoBKa COMyTCTBYIOWMX MaKeToB

[na nepejaun no ceTu 3anpocoB Ha ceptudukaTtbl, CRL M T.M., a TakxXe ANA MNOAAEPXKKM
[OMOJIHUTENbHbLIX  K/IIOYEBbIX CUYMTbIBATENE W HOCUTENel MOXeT noTpeboBaTbCA YCTAaHOBKA
[OMOJIHUTESbHbIX MaKEeTOB.

Ecnn conyTtcTBylowmMe nakeTbl CKayuMBakwTCA U3 WHTepHeTa, Heobxoanmo noaoTBepanTb UX
LLeNIOCTHOCTb, MNpoBepuB NoAnMUCb WM xaw. Ecnm UCTOYHMK He obecneunBaeTr Takue MEeXaHW3Mbl,
AONYyCKaeTCAaA MCNOoJIb30BaHMUE MaKeTOoB TOJIbKO C ANCKa C ,CI,MCTpVIGYTVIBOM CK3W, roe 3T MexaHu3Mmbl
MUCMob3yTCA. Ha AnCKe nakeTbl nexaT B nanke extra.

5.1. BubnuoTteka libcurl

Mcnonb3syeTcs ans nepegaydm 3anpocosB Ha ceptudukatel, CRL 1 T.n. no cetwu.

C canta http://curl.haxx.se/ MOXHO cKayaTb MNakeT C WCXOAHbIMM TekcTamMu AN
camocTosiTenbHon cbHbopku (obs3aTtenbHO Ana 64-6uTHOM Bepcun). Kak npaBumno, TaMm Xe ecTb
32-6uTHbIe BEPCUM BMHApPHbBIX MakeToB.

32-6UTHbIN BUHaApHbLIN NakeT AOCTYMNeH Ha canTe npousBoantTens OC:
http://www-03.ibm.com/systems/power/software/aix/linux/toolbox/rpmgroups.htmi

Mocne ycTaHOBKM BUBAMOTEK HaA0 3aperMcTpuMpoBaTb NMyTW K HUM. Hanpumep:

# /opt/cprocsp/sbin/ppc/cpconfig -ini '\config\apppath' -add string libcurl.so
/usr/local/lib/libcurl.so

# /opt/cprocsp/sbin/ppc64/cpconfig —-ini '\config\apppath' -add string libcurl.so
/usr/local/lib/64/1libcurl.so
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6. CoctaB 1 Ha3HadeHne koMmrnoHeHT MO CK3U

6.1. Bazosble moagynmn CK3U
MO CK3U coaepxut 6a3oBble MOAYNN:
e libcsp - aMHammnueckn 3arpyxaemas 6ubnmorteka Kpnntollpo CSP.
e libssp - 6ubnuoTteka nogaepx kK Moaynsa ceteBon ayreHTudumkaumm Kpuntollpo TLS
e cpverify — MOAY/Ib KOHTPONSA LLENOCTHOCTMW.
e wipefile - Mmoaynb yaaneHmsa dannos BMECTE C COAEPXKUMbIM.
B Ha3BaHuAX anctpmnbytTmnBoB CK3WM ncnonblyerca HoTaums:
e Cpro - npedukc;
e CSp - KpunTonposanaep;
e [d] - onuuMOHaNbHO - yKasblBaeT Ha AOKYMeHTauuwo (TecTtoBble NpUMepbI);
ppc/ppc64 - nnatdopma PowerPC 32/64 6uta.

6.1.1. bubnuoteka libcsp
BubnnoTeka libcsp peanusyeT uenesble GyHKUUM KpUNTOrpadMUecKon 3awmtbl MHGopMaLunm, paboTy ¢
KA4YaMu, 4OCTYN K KAo4eBbiIM HocnTenam, buo1CH.
6.1.2. Moaynu ceteson ayteHTudukaumm Kpuntolpo TLS

Moaynb libssp o6ecneunBaeT peanv3aumio NpoToKoa ceTeBor ayTeHTUd nkaumm Kpuntollpo TLS. O6uwee
onucaHne nNpoTokosa npuBeaeHo B AoKyMeHTe “XXTAW.00087-03 91 01. Kpuntollpo CSP. PykoBoAacTBO
agMuMHucTtpaTtopa 6e3onacHocTn. O6was yacrb.”

MpoTtokon KpunTtollpo TLS ncnonb3yeTt kpuntorpadpudeckmne dyHkumnm CK3MN ans obecneuyeHunsa npouecca
ayTeHTudumkaummn n wndposaHUsa Tpadurka MEXAY KIIMEHTOM U CEPBEPOM.
6.1.3. Moaynb cpverify
Moaynb cpverify npegHasHayeH AN KOHTPOAs LLenoCcTHOCTM npu yctaHoBke CK3U 1 dyHKLMOHUpPOBaHUN
MO CK3U Ha MNM3BM nonb3oBaTens.
6.1.4. Moaynb wipefile
Moaynb wipefile ncnonb3lyeTcs ansa yananeHus gannos BMeCTe C COAEPXMMbIM MPU WUTATHBLIX M HELLTATHbIX
(cBONMpoOBaHUE) cMTyaL Unax.
6.2. Moaynu noacuctembl nporpaMmmHon COK

6.2.1. Moaynb libcapi20
Moaynb libcapi20 uvcnonb3yetcs ana ynpasrieHus cepTudukaTaMm OTKPbITbIX KIKOYEN, a Takxe ans
obecneyeHns BbINOHEHUA KpunTorpadunyecknx 3anpocos Ha ypoBHe nHTepderica CryptoAPIv. 2.0. UHTepdeinc
Moayns capilite aenseTca noaMHoxecTtBoM nHTepdeinca CryptoAPI v. 2.0.
6.2.2. bubnunoteka librdrrdr
bubnnoTteka librdrrdr o6ecneunBaeT yHUDMUNPOBaAHHLIA MHTEPdENC AOCTYNa K KIIHOYEBBLIM HOCUTESIAM
BHE 3aBMCMMOCTM OT MX TuNa.
6.2.3. Moaynun yCTpoWncCTB

Moaynu obecneumsatoT peanmnsauyunto A0CTyna K KOHKPETHbIM TUNaM KJHOYEBbIX HoCcuTenem w
cyunThbiBaTENEN:

. librdrfatl2 « guckosoay u auckeTe 3.5" n pasgeny XecTkoro aucka

6.2.4. bubnunoteka librdrsup
Bbubnmnoteka librdrsup o6ecneunBaeT peannsauunio obwmnx GyHKL UK A4OCTYyMNa K pa3/IMyHbIM K/IOYEBbIM
HOCUTENSM,
6.2.5. Moaynu paTuymMKOB CrlyYalHbIX 4Ymncen

Bubnnotekn librdrrndm v librdrrndmbio_tui o6ecneunBatoT nogaepxky paboTtbl ¢ pusmdyeckum ACH
MAK 3awuntbl oT HCA n BnnoJCH cooTBETCTBEHHO.

Bubnnoteka libasnldata nogaep>xxkm npotokosna ASN1

bnbnmnoteka libasnldata copnepxut @yHKUuMM npeobpas3oBaHMa CTPYKTYP AaHHbIX B MalIMHHO-
He3aBMCMMOE NpeacTaBleHune.
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7. BctpameaHme CK3U B npuknagHoe MO

MNpn BcTpamBaHmm CK3W B npuknagHoe nporpaMMHoe obecnedeHue A[O0MXKHbI BbINOSHATHCS
TpeboBaHus pasgena 17 pokymeHTa <«XTHAM.00087-03 91 01. Kpunrtollpo CSP. PykoBOACTBO

aaMuHucTpatopa 6esonacHocTn. Ob6wasa 4acTb» M AokyMeHTa «XKTAM.00087-03 96 01. PykoBoACTBO
rnporpamMmucTa».

Ons vcnonb3oBaHusa 6mbnuotek Kpuntollpo CSP B OC AIX B npuKAagHbIX MNPUIOXEHUSX MpuU

NMHKOBKe 6ubnnotek M wucnonHsaemblXx dannoB ¢ 6ubnuotekamm Kpuntollpo CSP Heobxoaumo
ncnonb3oBaTtb C++ KOMMOHOBLMK (XIC_r).

MNpn pabote c CSP B Ao4YepHUMX MOTOKAX peKOMeHAYyeTCs yCTaHaBAMBaTb pa3Mep CTeka Ans
notoka He MeHee 700 KB:

e c nomowbto pthread_attr_init() n pthread_attr_setstacksize() 3agaTtb pasmep,
e nepepaTb aTpubyT B pthread_create(),
e N YHUUYTOXMUTb ero BbBoBOM pthread_attr_destroy().
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8. TpeboBaHMsA NO OpraHNU3aLMOHHO-TEXHUYECKUM W aAMUHUCTPATMBHBLIM MepaMm
obecrnevenns akcrnyataumm CK3U

[OMKHbI BbINONHATbLCS TpeboBaHMS MO OpPraHM3aUMOHHO-TEXHUYECKMM W aAMUHUCTPATUBHbLIM
MepaM obecnedeHus 6ezonacHocTm akcnnyaTauum CK3UM B obbeme paspgenoB 15 M 16 pokyMmeHTa
«XTAN.00087-03 91 01. Kpuntollpo CSP. PykoBoACTBO aaAMMHUCTpaTopa 6e3onacHocTu. O6uias
yacTb».

8.1. O6bwime mepbl 3awmnTtbl oT HCA MO c yctaHoBneHHbM CK3W ana OC AIX

Moa ynpasneHneMm UNIX-nogobHbix onepauuoHHbiX cucteM CK3UM Ao/mkHO WMCMNonb30BaTbCs C
nporpaMMHbIM obecneyeHnem:

e Certmgr (Kpuntollpo Certmgr)
e CryptCP

e Apache Trusted TLS (Digt)

e Trusted TLS (Digt)

Mpu mncnone3oBavun CK3W noa ynpasneHuem OC AIX gomkHbl 6bTb NPUHATHI 4ONOSHUTEbHbIE
Mepbl OPraHM3aLMOHHOIO M TEXHMYECKOro XapakTepa W L0M0J/IHUTEsNIbHAs HacTpoMKa onepau oHHOMN
CUCTEMBI.

Mpn ncnonb3oBaHWUM KOMMNbOTEPOB noA ynpasneHnem OC AIX ans peweHus 3asay, CBSA3aHHbIX
C 3awuton wuHdopMaumm, HeobxoaMMO NpPeAnpUHSATb AOMOJIHUTENbHbIE Mepbl OpraHM3auLMWOHHOIO W
TEXHMYECKOr0 XapakKTepa W BbINOJHUTb AOMOSHUTEfibHblE HacTpPONKM OnepaunoHHOM cucTembl. [Mpu
3TOM HeobxoamMMo obecneunTb AOMOAHUTENbHYK 3awuTty cepBepa m OC ot HCA, 6ecnepeboiHbin
pexxuMm paboTbl U UCKIOYUTb BO3MOXHOCTWM "OTKasza B 06CAyXuBaHUKU", BbIBBAHHOMO BHYTPEHHUMU
npudnvHamMm (Hanpumep - nepenosiHeHMeM (anoBbIX CUCTEM).

8.1.1. OpraHu3auMOHHO-TEXHUYECKMNE MEpbI

1. K opraHM3aumoHHO-TEXHNYECKUM MepaM OTHOCATCSA:

obecneveHne pusnyeckoin 6e3onacHOCTU cepBepa;
yCTaHOBKa NMpOrpaMMHbIX 06HOBNEHWN;
opraHusauusi npoueaypbl pe3epBHOro KONUPOBAHUS U XpaHEHUS pe3epBHbIX KOMUINA.

JononHutensHble HacTponkn OC AIX kacatTcsa cnegyrowero:

e OrpaHuMyeHMe AOCTyna Mosb30oBaTeNlel N HAaCTPOMKKN MOJSIb30BaTENIbCKOr0 OKPYXEHUS;

e OrpaHuyeHue ceTeBbIX COeANHEHUM;

e OrpaHUYeHus Mpu MOHTUPOBaHUU (HanNoBbIX CUCTEM;

e OrpaHuM4yeHus Ha 3anyck npoueccos;

e KOHTposib 3arpy3km OC ©M KOHTPO/Sb ULENOCTHOCTM CUCTEMHOIMO W NPUKNAAHOrO
nporpaMMmHoro obecneyeHus gomkeH obecneymBaTbCs NpU MOMOLLM I/IEKTPOHHOIO 3aMKa

e [ONONHUTENbHbIE HAcTpokkn aapa OC;

e HACTpOliKa CeTeBbIX CEPBUCOB;

e OrpaHuM4yeHue KoauyecTBa "BuUAMMON u3BHe" MHdOpMaUMM O CUCTEME;

e HACcTpolika NOACUCTEMbI MPOTOKONMPOBAHUSA U ayauTa.

2. B cucTeMe peructpupyeTtcs oAuH nosb3oBaTesb, obnajalowmni npasamMu agMMHUCTpaToOpa,
HOCAWMA MMA root, Ha KOToporo Bosnaraetcsa obsasaHHOCTb KoHbUrypmposatb OC AIX, HacTpauBaTb
6e3onacHocTb OC AIX, a Takxe KoHpurypmuposaTb 9BM, Ha koTopyto ycTtaHosneHa OC.

3. Onsa noJsib3oBaTeENA root Bblﬁl/lpaeTCFl HaZEeXHbIN napojsb BXoda B CUCTEMY,
y,CI,OB}'IeTBOpFlIOLLLMﬁ cneayrumnm TpeGOBaHMﬂM! AnnHa naposda He MeEHee 6 CVMBONOB, cpean
CMMBOJIOB MNaposida AO0JDKHbl BCTpeYaTbCA 3arjlaBHble CWUMBOJIbl, MNPOMUCHbIE CWMBOJIbI, Ll,VICbpr n
crneuynanbHble CUMBOJIbl, CPOK CME€HbI MNMaposid HE pexe oAHOro pa3a B Mecdu, AOCTyn K Mnaposiio
AomkeH bbb obecneyeH ToNbKO aAMUHUCTPATopYy.

4. Monb3oBaTento root AOCTYMHbI HACTPONKK BCex nonab3oBaTenen OC AIX, KOTOpble OH MOXeT
rnpocmMmaTpuBaTtb, pefaKTUpoBaTb, yAanATb, co34aBaTb. BceM nonb3oBaTensaMm, 3aperncTpupoBaHHbIM B
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OC AIX , nonb3oBaTenb root B COOTBETCTBMM C NOAUTUKON 6€30MacHOCTU, MPUHATON B OpraHusauuu,
AaeT MUHUMaNIbHO BO3MOXHble A7 HOpManbHOW paboTbl nmpaBa. Kaxabw nonb3oBaTtenb OC AIX, He
ABASOWMNACA Nonb3oBaTenemM root, MOXeT npocMaTpuBaTb U peAaKTUPOBaATb TOSIbKO CBOW YCTaHOBKM
B paMKax npas AOCTYyMa, Ha3HAYEeHHbIX eMy nofnb3oBaTtesieM root.

5. Bcex nonb3oBaTtenenn [1DBM, KoTopble He nMONb3YKTCH [aHHOW CUCTEMON, U BCeX
CTaHAapTHbIX Nonb3oBaTenen, Kotopble co3aatoTcsa B OC AIX BO BpeMs yCTaHOBKM (Takux, Kak "sys",
"uucp", "nuucp"”, n "listen"), kpoMe nonb3oBaTens root, cneayeT yaanuTb.

6. B OC AIX cywecTBylT wucnosHAeMble ddannbl, KOTOpble 3amnycKalTcsa C npaBamu
nonb3oBaTtens root. 3Tu dannbl MMET ycTaHoBseHHbM ¢dnar SUID. Monb3oBaTesb root AO/KeH
onpegenutb, KakuMM M3 3Tux ¢dannoB B paMKax OnNpeaeneHHoOM B OpraHusauun MoOJANTUKMU
6e3onacHoCcTM He TpebyeTcs 3amyckK C agMMHUCTPATMBHbLIMKM MOJIHOMOYMSAMM, M C MNomoublo cbpoca
¢dnara SUID ponkeH CBECTU KOMMYECTBO Takmx annoB K MUHUMMYMY. 3anyck ocTaBluxcs dhannos c
yCTaHoBJIeHHbIM driaroMm SUID fomkeH KOHTPOAMPOBAaTbCS Mosib3oBaTesieM root.

7. MNpu wncnonb3oBaHum CK3MN Ha [M3BM, nogknto4YeHHbIX K 06WeanoCTYyMHbIM CEeTSM CBS3M,
OOJIKHBbI 6bITb npeanpuHATbI OOMONHUTESNbHbIE Mepbl, nckyamLime BO3MOXHOCTb
HECAHKLMOHNUPOBAHHOIO AO0CTYyMa K CUCTEMHbIM pecypcaM WUCMOoJib3yeMbIX OnepauUOHHbIX CUCTEM, K
nporpaMMHOMy obecneyeHunto, B OKPYXEHMM KOTOporo @yHKUMOHMpYOT CK3UM, m K KOMMOHEHTaM
CK3WM co cTOpOHbI yKa3aHHbIX CEeTel.

8. MpaBo pocTtyna Kk paboymMm MecTam Cc ycTaHoBneHHbM O CK3WM npepocTasBnsieTCs TONbKO
nvuaM, O3HaKOMJIEHHbIM C  MpaBwiaMM  MOJIb30BaHUA U U3YUYMBLUMM  IKCMAyaTaLWMOHHYHO
AOKYyMeHTauu Ha nporpamMMHoe obecneyeHue, nMewlwee B cBoeMm coctase CK3U.

9. Ha TexHMyeckmx cpeacTBax, OCHaWeHHbXx CK3M [A0/MKHO WCMOsb30BaTbCs  TOJbKO
NIMLUEH3MOHHOE MnporpaMMHoe obecnedeHne GuUpM-nNponsBoanTenei.

10. B BIOS onpefensitoTCs yCTaHOBKW, MUCKJIOYaAloWMe BO3MOXHOCTb 3arpy3ku onepauuoHHOM
CUCTEMbl, OT/IMYHOW OT YCTAHOBJIEHHOW Ha >XECTKOM AUCKE: OTK/IHYaeTCsd BO3MOXHOCTb 3arpy3ku C
rmbkoro agucka, npmeoga CD-ROM u npoune HecTaHAapTHble BuAbl 3arpy3kn OC, BKOYasi CeTeBYIO
3arpy3ky. He npumMmeHsatTca T29BM ¢ BIOS, wuCkAlo4YawWMM BO3MOXHOCTb OTKJIHOUEHUS CeTeBOW
3arpy3ku OC.

11. CpeactBamum BIOS posmkHa 6bmb MCK/OYEHA BO3MOXHOCTb OTKJ/IIOYEHUS MOJSIb30BaTeNsAMU
ISA-ycTponctB n PCI-ycTpoicTB. 0N UCKAOYEHUS 3TOM BO3MOXHOCTM BXxo4 B BIOS 3BM posmmkeH
6bTb 3awuuieH naponeMm, K KOTOPOMY nMpeabsBAATCA Te Xe TpeboBaHMs, 4YTO M K Naposo
nonb3oBaTens root. Maponb ans Bxoaa B BIOS pomkeH 6bMb M3BECTEH TOAbKO MOMb30BaTENt0 root u
6bTb OT/IMYHBLIM OT Mapons nonb3oBaTtensa root ana exoga B OC AIX.

12. Jo 3arpy3ku OC pgommkeH 6bITb peann3oBaH KOHTPOJIb LEIOCTHOCTU DannoB, KPUTUYHBIX
ang 3arpy3km OC n nporpammbl CPVERIFY.

13. Mpn 3arpyske OC pomxeH 6bTb peann3oBaH KOHTPONAb LENOCTHOCTUM MpPOrpamMmMHOro
obecneveHuns, Bxoaswero B coctae CK3W, camom OC u BCex wucnonHsaemblx ¢annos,
dyHKUMOHMPYOWKMX coBMecTHO ¢ CK3UM ¢ mcnonbzoBaHnem nporpammbl CPVERIFY.

14. CpeactBamm BIOS poskHa 6bTb MCKAOYEHA BO3MOXHOCTb paboTbl Ha 3BM, ecnu BO
BpeMsi ero HayaslbHOM 3arpy3kKu He NpoxXoaaT BCTpPOeHHble TecTbl 3BM (POST).

15. Ha M2BM ponxHa ycTaHaBnuBaTbCcsa Tonbko oaHa OC. Ha M2BM He ycTaHaBnmBalTCA
cpencts paspabotkm u  oTtnagkm [MO. EcnuM cpeactBa  OT/AaAKuM  MPUIOXKEHUA  HYXHbl  Ans
TEeXHONornm4Yecknx  notpebHocTeln opraHusauum, TO MX  WCNOSIb30BaHMe  JO/MKHO bbb
CaHKLUMOHMPOBAHO agMMHUCTpaTopoM 6e3onacHocTu. B nwbom cnyyae 3anpelaetcs UCNoONb30BaThb
3TW CpeacTBa A4/ NPOCMOTPa M peAakTUPOBaHMS Koda W NaMsaTu MpUoXeHun, ncrnonbsyrowmnx CK3U.
Cnepyet wusberaTb nonagaHMs B CUCTEMY MporpaMM, MO3BONSAKOLWMX, MoAb3ysicb owubkamm OC,
nony4yaTb npusunernn root.

16. [JomkHo 6bmMb oOrpaHmyeHo (C y4yeTOM BbIBpaHHOW B oOpraHmMsauuMm MOJINTUKKU
6e3onacHOCTU) UCMOsIb30BaHWe MOsb30BaTeNsAMM KOMaHA4 cron u at — 3anycka KOMaHA B yKasaHHoe
BpemMs.

17. JomkHO bbb peanu3oBaHO (GuU3nYeCcKOoe 3aTupaHMe COAEPXWMMOro yaansieMblx ¢annos ¢
ncnonb3oBaHneM nporpamMmbl Wipefile ns coctasa CK3M.

18. [onxHbl ObITb OTKJ/IIOYEHbI CETEBbIE MPOTOKOJ1bl, KOTOpPblE HE UCMNOJIb3YKTCA Ha OAaHHOM
3BM.
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19. B cny4yae noakntoyeHms 3BM c ycTtaHoBneHHbM CK3UM K obwenocTynHbIM CeTSM nepegaymn
OAHHbIX OTKOUUTb Ucnonb3oBaHue JavaScript, VBScript, ActiveX un gpyrmux nporpaMMHbIX 06bEKTOB,
3arpy>XaembiX M3 CeTu, B NpMKNaAHbIX NporpaMmmax.

20. [osmxHbl 6bTb NMPUHATBI Mepbl MO WUCKNKYEHUIO HECaHKUWOHMPOBAHHOIoO A0CTYynNa
MOCTOPOHHUX JINL, B MOMELLEeHUs, B KOTOPbIX YCTaHOBMEHbI TexHuyeckmne cpeactesa CK3U «Kpuntollpo
CSP», no poay cBoOeW p[eATeNbHOCTUM He SBAALWMXCS MNepcoHanoMm, gonyuweHHboM K pabote B
YKa3aHHbIX NOMeLWeEHNAX.

21. [JomkHo O6bMb 3amnpeleHo ocCcTaBnATb 6e3 KOHTPONS BbMUCAUTESIbHbIE CpeacTBa, Ha
KoTopbiXx 3kcnnyaTtumpyetcs CK3UW «Kpuntollpo CSP» nocne BBoAa kJw4eBOM WHDOpMauuu. [lpu
yxode nonb3oBaTesns C pabodyero MecTa [AO/HDKHO WCMOAb30BaTbCs aBTOMATUYECKOE BKJIHOYEHME
MapoJIbHOM 3aCTaBKMW.

22. N3 cocTaBa cUCTeMbl AOIKHO 6bITb UCKOUEHO 060pyaoBaHME, KOTOpOE MOXET Cco34aBaTb
yrpo3y 6e3onacHoctn OC AIX 5/6. Takxe HeobxoauMo wu3beratb MUCMNOAb30BaHWUS HeCTaHAAPTHbIX
annapaTHbIX CpPeaCTB, MMEKLWMX BO3MOXHOCTb BMSATb Ha (PYHKUMOHMpOBaHME KommnbioTepa mnum OC
AIX 5/6.

23. Mocne wuHcTannaumm OC cneayetr ycTaHoBUTb C canTa http://www.ibm.com/ Bce
pPEKOMEHAOBAHHbIE MpPOrpaMMHble  O6GHOBNEHUS U MNporpaMMHble OGHOBMEHUS, CBSI3@HHblE C
6e30nacHOCThLIO.

24. Ha Bce paupekTopuu, cogepxawue cuctemHole dannbl OC AIX un katanoru CK3W,
Heo6x0AMMO YCTaHOBWUTbL MpaBa AOCTyna, 3anpelwartlne BCEM MnoNb3oBaTensMm, Kpome Bnagenbua
(Owner), 3anuceo.

25. B cBA3WM C TeM, 4TO aBapwihHbIM gaMn OnMepaTMBHOW MaMATM MOXET CcoAepXaTb
KpunTtorpadmyeckm onacHyw uHbOpMauuo, B MNpUKIAAHbIX MNporpamMmax, wucnonb3ytowmx CK3H,
cnepyeTt OTKJ/IIOUYUTb BO3MOXHOCTb €ro Cco3gaHusa C noMowbio dyHkuum ulimit (yctaHoBuTb pasmep
Aamna namatu B 0).

26. B OC AIX wucnonb3yetcsa BupTyanbHasa namaTb. O6nacTb BUPTYanbHOW MaMAaATM A0JKHA
OblTb OpraHM3oBaHa Ha OTAENbHOM >XECTKOM aucke. Mo okoH4YaHum pabotbl CK3U copepxxumoe
BMpPTYaJiIbHOM MaMsaATWM AOJ/DKHO 3aTupaTbCs C ucnonb3oBaHueM cpeacts OC. B cnydae aBapuiiHOro
ocTaHoBa 2BM, npu cnepytowen 3arpyske Heobxoammo B pexume “single user” ounctutb obnacTb
BMpTYyaJibHOM naMsaTu nporpammonn wipefile, Bxoaswen B coctaB CK3W Kpuntollpo CSP. B cnyuae
BbIXO4A@ W3 CTPOS >KECTKOro AUCKa, Ha KOTOPOM Haxogutcsi obnacTb BMpTyasibHOM namsiTy,
KpunTtorpadumyeckme KJKYX noanexart BbiBOAY M3 AEWCTBUSA, @ XXECTKMA AUCK He noasexalium
PEMOHTY. DTOT XECTKUN AUCK YHMUUYTOXAETCS MO NpaBuiiaM YHUUYTOXEHUSA KIHOUYEBbIX HOCUTENEN.

8.1.2. [JononHutenbHble HacTponku OC AIX

Hactpoitkn OC AIX BbINOMHATCA NyTeM pefakTupoBaHus (yaaneHus, Ao6aBneHUs) pasanmyHbIX
KOHMOUIYPaLMNOHHBIX U KOMaHAHbIX (G aliloB Kak BpYUHYH, TakK MU C UCMOJIb30BaHUEM CUCTEMHOMN YTUANTbI SMitty.

Ons coxpaHeHMss BO3MOXXHOCTU "OTKaTUTL" BHECEHHbIE M3MEHEHUS CnefyeT COXPaHAaATb MOAUDULNPYEMble
¢dannbl B "6e3onacHoM" mMecTe (Ha BHEWHEM HOCUTENIE UM HA HE MOHTUPYEMOW aBTOMaTUYeCKn palifioBon
cucTeme).

OrpaHuyeHne AocTyna Nosb30BaTesier U HACTPONKK MOAb30BATE/IbCKOr0 OKPYXEHUS
HaCTDOVIKa MoJZiIb30BATEJ/IbCKOIN0 OKPYXEHUA 3aKJTlo4aeTCAa B Ccegyrouwnx OENCTBUSX:

1. Ncnonb3ya ytunuty smitty, cneayetr ycTaHOBUTb CrieAyloliMe AWPEKTUBbI AN BCEX
nosb30BaTeNEN CUCTEMBI:

Expiration date - He 6onbwe 30 gHel C MOMeHTa co34aHus.

Number of failed logins before locked =3 konuMyecTBO HeBepHbIX MOMbLITOK perncTpauum
nosb3oBaTens.

Soft core file size=0K gnsa 3anpeta co3gaHus core-dainnos
UMASK=022 (napamMeTp 3a4aeT MacKy co3zaHusa daina no-yMmos4yaHuio).

Another wuser can su = False mnapamMeTp orpaHM4YMBaeT BO3MOXHOCTb perncTpayuu
CyrneprnonbL30BaTens yepes yTUInTy su).

Ona nonb3oBaTtens root yCTaHOBUTb MAacKy pexuMma cospanHus dannos 077 vnu 027:
umask 077 (umask 027);
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2. OrtpepakTtunpoBaTb ¢ainn /etc/shells n nomMecTuTb B HeEro MMeHa TONMbKO ANns Tex
ncnonHsemblx darinos ob6onoyek, KOTOpble yCTaHOBMEHbl B cucTeMme. o yMon4yaHuio, CoaepXxummoe
danna /etc/shells moxeT 6bITb TaknM:

/bin/csh, /bin/tcsh, /bin/sh, /usr/local/bin/bash

3. Ypanutb dann (ecnm oH cyuwiecTtByeT) /.rhosts.

4. Ypanutb cogepxumoe cdanna /etc/host.equiv.

5. OtpepaktupoBaTtb dann /etc/pam.conf ¢ uenbto 3anperta rhosts-ayTeHTUdMKaLUN.
BbinosHAETCS KOMMEHTUPOBAHMEM BCEX CTPOK, coaepXXawmux noacTtpoky "pam_rhosts_auth.so".

6. [lpoBepuTb wuaeHTUGUKATOPbI MOAb30OBATENSs W Tpynnbl A8 BCEX MoNb30BaTeNewn,
nepeuyncneHHbix B ¢anne /etc/passwd. Cneayet ybeamtcsi, 4TO He CYLUECTBYET MoOsib30BaTeNEN,
uMerwmnx unaeHTudukatop nonvsosatens 0 wu  wmaeHTudwukatop rpynnbl 0 Kpome, BO3MOXHO,
nosb3oBaTenia root.

7. Co3paTb nepedyeHb NporpaMM, KOTOpble 3anyCcKakwTcs C NpaBaMu agMUHUCTpaATopa, WU
KOHTPONNpOBAaTb €ro HEM3MEHHOCTb;

8. 3anpeTuTb permcTpauuio B CUCTEME MNOJIb30BaTesNen, MMelwmnx cnegywwme "cnyxebHble
umeHa":

daemon uucp

bin nuucp
sys listen
adm nobody
Ip noaccess
smtp

w

[encTBue BbINONHAETCA NyTeM YykKa3aHua B danne /etc/passwd cTpokwu B none shell-

nporpamMmbl M yKasaHusa cMMBOJa 'X' B Mnosie napons.

OrpaHuyeHvs Npu MOHTMPOBaHWW (PanioBbIX CUCTEM

OrpaHunyeHnss Npuv MOHTUPOBaHWK annoBbiX CUCTEM peanun3ylTCcsa peaakTupoBaHuem danna
/etc/filesystems:

YCTaHOBUTb onuuto nosuid Npyv MOHTUPOBaHUM GalnnoBo CUCTEMbI /var.

Mpn MHCTanNNAUUM CUCTEMbI CrieayeT BbiaenuTb ans dannosbix cuctem /, /usr, /usr/local, /var
pas3Hble pasfesibl gucka Ana npeaoTBpalleHus nepenosiHEHUS KPUTUYHBIX dannoBbix cuctem (/, /var)
3a CYeT, Hanpumep, MOSb30BaTENbCKMX JAaHHbIX W obecrnevyeHMss BO3MOXHOCTWM MOHTMPOBaHUS
¢alinoBoi CUCTEMBI /USr B pexXume "ToNbKo Ans uteHms".

OrpaHnyeHns Ha 3anycK Mpoueccos

CnefyeT oOrpaHuyMTb WCMOAb30BaHWE B CUCTeMe [JlaHMPOBLUMKA 3ajady Ccron wu CpeacTs
nakeTHon o6paboTku 3agaHuvin. [Ons HopManbHOro GYHKLWOHMPOBAHUA CUCTEMbl MWHMMAJIbHO
HeobXoAUMbIM  ABMSIETCA pa3pelleHne MWCMNoSb30BaHMS TMJAaHUPOBLUMKA 3adad Ccron M CpeacTsB
nakeTHon o6paboTkM 3adaHM TOAbKO nosb3oBaTento root. [ns 3Toro cnegyet BbINOSHUTL
cnepytoume KomaHabl (OT UMEHM Cynepnosib3oBaTens):

echo root > /var/adm/cron/allow

echo root > /var/adm/cron/at.allow

HacTpolika ceTeBbIXx CEPBNCOB
1. CneayeT orpaHnumntb (YHKLMOHANILHOCTb CEPBUCOB HE WUCMOMb3YEMbIX B AAHHOW CUCTEME.
[encTBue 3aknwvaeTcs B pepaktupoBaHum danna /etc/inittab. B daiine /etc/inittab cnepyert
3aKOMMeHTpoBaTb (yAanuTb) CTPOKU, CcoaepxXallmMe onncaHusl Tex CEpPBUCOB, UCMO/Ib30BAHNE KOTOPbIX
Ha KOHUrypUpyeMoM KOMMbIOTEPE He ABASETCS HEOHXOAMMBIM.
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2. Uicnonb3ya yTuamty smitty, OTKAOYUTb HEWCNOJIb3yeMble CeTEBble CEPBUCHI, U CyXbbl,
3anyckaeMmblx nNpu cTapte cuctembl. CneayeT 3anpetutb NpUEM U3 BHeEWHeRA ceTu
"wunpokoBewaTtenbHbiX" (broadcast) nakeToB, a TaKkxe nepeaadvyy OTBETOB Ha MpUHATbIE
"WnpokoBewaTenbHble" NakeTbl.

3. 3anpeTuTb Ccynepnonb30BaTeNto A0CTyn no ftp.

4. Ecnu nnaHWpyeTCcs MWCMONb30BaTb Ha HacTpauMBaeMoM cepBepe cepsuc FTP, To cneayet
3anpeTuTb JOCTYN No npoTtokosny FTP nonb3oBaTensaM, Ans KOTOPbIX 3arnpelieH 4OCTyn K cepeBepy Mo
npotokony FTP. B cnucke "3anpeweHHbX" nonb3oBaTenen, KakKk MUHUMYM, JAO/KHbl 6bITb

nepe4yncneHbl cneaywouwme UMeHa nonb3oBaTenein:
adm nobody4
bin nuucp
daemon root
listen smtp
Ip sys
nobody uucp
noaccese

5. Ons orpaHunyeHnda AocCctyna K CUCTEMHbIM d3a17|naM Ana  HEenpuBuUnernpoBaHHbIX
ﬂOﬂb3OBaTeﬂeVI, M3 KOMaHAHOM CTPOKWM CnengyeT BbINOJIHUTL crieayroume KoMaHabl:

Chown root /etc/mail/aliases chmod 500 /usr/bin/rdist
chmod 644 /etc/mail/aliases chmod 400 /usr/sbin/sync
chmod 750 /etc/security chmod 400 /usr/bin/uudecode
chmod 000 /usr/bin/at chmod 400 /usr/bin/uuencode
Takxe cnegyeT obHynuTb dpnar SGID a5 HEKOTOPbLIX MCNOJSHAEMbIX (DannoB:
chmod g-s /usr/bin/mail chmod g-s /usr/bin/ipcs
chmod g-s /usr/bin/mailx chmod g-s /usr/sbin/arp
chmod g-s /usr/bin/write chmod g-s /usr/sbin/prtconf
chmod g-s /usr/bin/netstat chmod g-s /usr/sbin/swap

chmod g-s /usr/bin/nfsstat

OrpaHunyeHne KOAWYECTBa «BUAWMOW MU3BHE» UHPOPMaLUWK O cCUCTeEME

O6blMHO, HauvanbHyt WHMOPMaLUKD O CUCTEME MOTEHUWAsNbHbIA HapywuTenb nosy4vYaeTr u3
CUCTEMHbIX MpUrialeHnii, BbigaBaeMbix ceTeBbiMn cnyxbamm cepsepa (telnet-cepsep, ftp-cepsep wu

np.).

Mo3TOMYy, K MepaM NO OrpaHuM4YeHWro KonumdecTtBa "BMAMMOW M3BHEe" MHMOpMauuM O CUCTEME
OTHOCATCS:

e OTkaz oOT CcTaHgapTHoro "saronoska', BbBOAMMOro cepBepoM ftp npu oTBeTe
nosib30BaTenNto.

e PepakTupoBaHue darnos /etc/issue, /etc/ftpbanner mn /etc/motd c uenbld pasbsCHEHUSN
rnosib30BaTENSAM MpaBua U NONIMTUKU AOCTYyMna K cepBepy ftp.

HacTpovka noacucTeMbl NPOTOKOAMPOBAHMA W ayanTa
1. Cnenyer yOoOCTOBEPUTCS, 4UTO TONLKO MMOSb30BaTelb root MMeeT AOCTYNM Ha 3ammcb Ans dawios
cofepkalmx MHMOpPMaUU0 O NPOTOKOSIMPY EMbIX COBbITUSIX.
2. Ecnv Ha HacTpavBaeMOM cepBepe ucnonb3lyeTcss web-cepeep, To crneayet ybeantbcs, 4To
ToNbko "Bnageneu" npouecca httpd MmeeT gocTyn Ha 3anmcb K npoTtokonam httpd
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3. C yyeTOM Bbl6paHHOl71 B OpraHunsaumnn noanTUKU 6e30nacHOCTN AO/MKHO 6bITb orpaHmn4eHo
ncnosnb3oBaHme nosib3oBaTeENAMU KOMaHA su n sudo - npeaocTtaBieHnda MnoJZib30BaTENO
AAMUNHUCTPATUBHDbIX MOJSIHOMOY NI

4. CnepyeT NpOTOKOAMPOBAaTh MOMbITKW MCMOSb30BaHMS MNporpamMM su u sudo.

5. CnepyeT npoTOKOAMpPOBaTb CeTeBble coeanHeHus (BkaoYasas gaty/Bpems coepuHenus, IP-
aZapec K/neHTa, YCTaHOBUMBLUEro COeAMHEHME U MMS CepBuca, 0b6CyXXuBatoLwero coegnHeHne).

8.2. TpeboBaHus NO pa3MeLweHNIO TEXHNYECKMX CpeacTB C yCcTaHoBeHHbIM CK3U

Mpn pasMeleHnn TeEXHNYECKUX CpenCcTB C YCTaHoBNeHHbiM CK3U:

e [10/KHbI 6bITb MPUHATHI MEpPbl NO 3aliUTe OT HECAHKLMOHMPOBAHHOIO AOCTYyMa B MOMELLEeHUs,
B KOTOpbIX pa3MelleHbl TeEXHUYEeCKUe cpeacTBa C yCTaHoBNeHHbM CK3W, MOCTOPOHHMUX nuu, No poay
CBOEN AeATeNIbHOCTU He SABASILWMXCS MepCcoHanoM, AonylweHHbiM K paboTe B 3TMX nomelweHusx. B
c/lyyae HeobxoAMMOCTW MNPUCYTCTBUS MNOCTOPOHHUX JINL, B YKAa3aHHbIX MOMELWeHUAX AoskeH 6bimb
obecneyeH KOHTPO/SIb 3a UX AEUCTBUAMU N obecrnevyeHa HEBO3MOXHOCTb HeraTuMBHbIX AEUCTBUIA C KX
cTopoHbl Ha CK3W, TexHnyeckue cpencTBa, Ha KoTopbiX akcnayaTupyetca CK3M v 3awmuiaemyro
MHpopMaLuio.

° BHYTpeHHﬂﬂ naaHUpoOBKa, pacnosioXxeHne wn YyKOMMIEKTOBAHHOCTb pa6oqu MECT B
noMeLweHnax  AOOJIXKHbI obecneymBaTb UCMONHUTENSAM pa60T, COXpPaHHOCTb AOBEPEHHbLIX UM
KOHd)M,CI,eHLI,MaﬂbeIX AOKYMEHTOB U CBG,CI,GHVIVI, BKJ1lO4YaaA KJIIOYEBYHO VIHd)OpMaLI,VIIO.

e B cnyuyae nnaHupoBaHus pa3MmeweHusa CK3UM B noMmeweHuax, rae nNpuUcyTCTBYET pedyeBad,
aKycTuyeckas " BM3yasibHas nHdopmauyms, cogepxawas cBefleHus, cocTaBngowme
rocyaapCcTBEHHYHO TaWHy, M (MAKM) YyCTaHOBJIEHbl TEeXHMYecKkuMe cpeacTBa M CUCTEMbl MNpuUeEMa,
nepenayn, o06paboTkn, XpaHeHus U oTobpaxeHus uHDOpMaLUWUM, COAEpXallen CcBeAeHus,
COCTaBASAKWME rOCYAapCTBEHHYIO TalHy, TeXHUYEeCKne cpeacTBa WMHOCTPAHHOrO NpPoOM3BOACTBA, Ha
KOTOPbIX (PYHKLMOHMPYIOT nporpaMMHbie moaynu CK3W, nomkHbl 6bMb NOABEPrHyTbl CNelmanbHON
MpoOBEpPKEe MO BbIABJIEHNIO YCTPOWCTB, NpeAHa3HauyeHHbIX A1S HernacHoro nojiydyeHus mHdbopMauum».
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9. TpeboBaHusa Mo KpunTorpaguyeckon 3saluute

JOoKHbI BbINOAHATBLCS TpE6OBaHVIF|Z
1. icnonb3oBaHMe TONIbKO JIMLEH3UOHHOIO CUCTEMHOIO nporpaMMHoOro obecnevyeHus.

2. Pazpen 16 pokymeHTa XTHAM.00087-03 91 01.
3. Mepep Hayanom paboTbl 4oKeH 6bTb NPOBeAEH KOHTPOJIb LLEeNOCTHOCTU. KOHTponeM
LLeJIOCTHOCTM AOJIKHbI 6bTb OXBauyeHbl (ainbl, ykasaHHble B n. 16.

4. HacTpoika onepaumoHHON cucTteMmbl ana pabotbl ¢ CK3UM no n. 10.1.2.

5.Mpn  wuHcTannaumm CK3UM  pomkHbl 6bTb  obecrieyeHbl OpraHM3aLMOHHO-TEXHUYECKME Mepbl MO
WUCKJIIOYEHMIO MOAMEHbI AMCTPUOYTMBA U BHECeHMs uaMeHeHnin B CK3M nocne yCTaHOBKM.

6. UckniovyeHne un3 nporpammHoro obecnedveHumss M3OBM ¢ ycTaHoBneHHbiM CK3W cpeacTts
oTNagKu.

7. Maponb, wucCnonb3yeMbin AN ayTeHTudukKauum nosib3oBaTenein, AO/MKEH coAaepXaTb He
MeHee 6 cuMmBOJioB andaBuTa MOWHOCTM He MeHee 10. MNepuMOAMYHOCTb CMEHbl Maposisi — He pexe
ogHoro pasa B 3 Mecsua.

8. MeprMoaANYHOCTb TEeCTOBOMO KOHTPOAS Kpuntorpapuueckmx @yHkumn - 10 MUHYT.

9. BExxecyTouHasa nepe3sarpyska [M2BM.

10. NMepmognyHocTb ocCTaHoBa [1OBM ¢ ob6a3aTenbHOM MNPOBEPKOM CUCTEMbI OXIaXAEHUS
npoueccopHoro 6noka MN3BM - 1 mecsu.

11. 3anpewaercsa M1CMNoab30BaTb pexuM npocTton 3ameHbl (ECB) TOCT 28147-89 pn4
wndpoBaHua MHMOpMaLUM, KpoMe Ko4YeBOMN.

12. JomkHO gaBaTbCs NpeaynpexiaeHue 0 TOM, UYTO MpU MUCNOJSIb30BaHUN pexunMma WngpoBaHus
CRYPT_SIMPLEMIX_MODE wmMaTepuan, obpabaTbBaeMbin Ha OAHOM  KJKO4Ye, aBTOMaTUYECKM
orpaHuymBaeTcsa BenuymHom 4 MB.

13. NMpn  dyHKUMOHUpOBaHMM CK3W  [onXKHblI BbINOMHATbLCS TpeboBaHMA 3KcnayaTauWoOHHOM
AokyMeHTauun Ha MNAK sawutel ot HCA.

14. Jo/mkHO 6bITb 3anpeleHo mcnonb3doBaHue CK3UM ansa 3awutbl TenedOoHHbIX NEPEroBopoB
6e3 NpuHATMS B CUCTEME Mep MO 3awmte OT MHPOPMATUBHOCTM NOBOYHBIX KaHanoBs, cneundunyeckux
rnpu nepejaye peyu.

15. lomkHa 6bMb 3anpelieHa pabota CK3UM npu BkAOYEHHbIX B [19BM wrtaTHbIX cpeacTBax
BbIX04a B pajuoKaHan.

16. KOHTponeM LesioCTHOCTU A0/KHbI 6bTb OXBayeHbl dannbl:

AIX (Power PC 32 bits)

/opt/cprocsp/bin/ppc/cryptcp
/opt/cprocsp/bin/ppc/certmgr
/opt/cprocsp/bin/ppc/inittst
/opt/cprocsp/bin/ppc/csptestt
/opt/cprocsp/bin/ppc/der2xer
/opt/cprocsp/lib/ppc/libcapi?20.s0.4.0.4
/opt/cprocsp/lib/ppc/libcpext.so.4.0.4
/opt/cprocsp/lib/ppc/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/ppc/libasnldata.so.4.0.4
/opt/cprocsp/lib/ppc/libssp.so.4.0.4
/opt/cprocsp/lib/ppc/libenroll.so.4.0.4
/opt/cprocsp/lib/ppc/liburlretrieve.so.4.0.4
/opt/cprocsp/bin/ppc6d/cryptcp
/opt/cprocsp/bin/ppc64/certmgr
/opt/cprocsp/bin/ppc64/inittst
/opt/cprocsp/bin/ppc64/csptestt
/opt/cprocsp/bin/ppc6d/der2xer
/opt/cprocsp/lib/ppc64/libcapi20.s0.4.0.4
/opt/cprocsp/lib/ppc64/libcpext.so.4.0.4
/opt/cprocsp/lib/ppc64/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/ppc64/libasnldata.so.4.0.4
/opt/cprocsp/lib/ppc64/libssp.so.4.0.4
/opt/cprocsp/lib/ppc64/libenroll.so.4.0.4
/opt/cprocsp/lib/ppc6d/liburlretrieve.so0.4.0.4
/opt/cprocsp/bin/ppc/curl
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/opt/cprocsp/lib/ppc/libecpcurl.so.4.2.0
/opt/cprocsp/lib/ppc/libecpcurl.a
/opt/cprocsp/bin/ppc6d/curl
/opt/cprocsp/lib/ppc6d/libecpcurl.so.4.2.0
/opt/cprocsp/lib/ppc64/libecpcurl.a
/opt/cprocsp/lib/ppc/libesp.so.4.0.4
/opt/cprocsp/lib/ppc/librdrrndmbio tui.so.4.0.4
/opt/cprocsp/lib/ppc64/libcsp.so.4.0.4
/opt/cprocsp/lib/ppc64/librdrrndmbio tui.so.4.0.4
/opt/cprocsp/lib/ppc/libcppkesll.so.4.0.4
/opt/cprocsp/lib/ppc64/libecppkesll.so.4.0.4
/opt/cprocsp/bin/ppc/cpverify
/opt/cprocsp/bin/ppc/wipefile
/opt/cprocsp/bin/ppc/csptest
/opt/cprocsp/lib/ppc/librdrrdr.so.4.0.4
/opt/cprocsp/lib/ppc/librdrrndm.so.4.0.4
/opt/cprocsp/lib/ppc/librdrsup.so.4.0.4
/opt/cprocsp/lib/ppc/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/ppc/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/ppc/libcapil0.so.4.0.4
/opt/cprocsp/lib/ppc/libcpui.so.4.0.4
/opt/cprocsp/sbin/ppc/unreg prov_type name.sh
/opt/cprocsp/sbin/ppc/cpconfig
/opt/cprocsp/sbin/ppc/mount flash.sh
/opt/cprocsp/bin/ppc64/cpverify
/opt/cprocsp/bin/ppc6d/wipefile
/opt/cprocsp/bin/ppc64d/csptest
/opt/cprocsp/lib/ppc64/librdrrdr.so.4.0.4
/opt/cprocsp/lib/ppc64/librdrrndm.so.4.0.4
/opt/cprocsp/lib/ppc64/librdrsup.so.4.0.4
/opt/cprocsp/lib/ppc64/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/ppc6d4/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/ppc64d/1libcapil0.so.4.0.4
/opt/cprocsp/lib/ppc64/libcpui.so.4.0.4
/opt/cprocsp/sbin/ppc64/unreg prov_type name.sh
/opt/cprocsp/sbin/ppc64/cpconfig
/opt/cprocsp/sbin/ppc64/mount flash.sh
/opt/cprocsp/lib/ppc/librsaenh.so0.4.0.4
/opt/cprocsp/lib/ppc6d4/librsaenh.so.4.0.4
/opt/cprocsp/sbin/ppc/stunnel thread
/opt/cprocsp/sbin/ppc/stunnel fork
/opt/cprocsp/sbin/ppc/stunnel hsm
/opt/cprocsp/sbin/ppc64/stunnel thread
/opt/cprocsp/sbin/ppc64/stunnel fork
/opt/cprocsp/sbin/ppc64/stunnel hsm

AIX (Power PC 64 bits)

/opt/cprocsp/bin/ppc/cryptcp
/opt/cprocsp/bin/ppc/certmgr
/opt/cprocsp/bin/ppc/inittst
/opt/cprocsp/bin/ppc/csptestf
/opt/cprocsp/bin/ppc/der2xer
/opt/cprocsp/lib/ppc/libcapi20.s0.4.0.4
/opt/cprocsp/lib/ppc/libcpext.so.4.0.4
/opt/cprocsp/lib/ppc/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/ppc/libasnldata.so.4.0.4
/opt/cprocsp/lib/ppc/libssp.so.4.0.4
/opt/cprocsp/lib/ppc/libenroll.so.4.0.4
/opt/cprocsp/lib/ppc/liburlretrieve.so.4.0.4
/opt/cprocsp/bin/ppc64d/cryptcp
/opt/cprocsp/bin/ppc64/certmgr
/opt/cprocsp/bin/ppc64/inittst
/opt/cprocsp/bin/ppc64/csptestf
/opt/cprocsp/bin/ppc64/der2xer
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/opt/cprocsp/lib/ppc64/libcapi20.s0.4.0.4
/opt/cprocsp/lib/ppc64/libcpext.so.4.0.4
/opt/cprocsp/lib/ppc64/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/ppc6d4/libasnldata.so.4.0.4
/opt/cprocsp/lib/ppc64/libssp.so0.4.0.4
/opt/cprocsp/lib/ppc64/libenroll.so.4.0.4
/opt/cprocsp/lib/ppc64d/liburlretrieve.so.4.0.4
/opt/cprocsp/bin/ppc/curl
/opt/cprocsp/lib/ppc/libepcurl.so.4.2.0
/opt/cprocsp/lib/ppc/libcpcurl.a
/opt/cprocsp/bin/ppc64/curl
/opt/cprocsp/lib/ppc64/libcpcurl.so.4.2.0
/opt/cprocsp/lib/ppc64/libcpcurl.a
/opt/cprocsp/lib/ppc/libecspr.so.4.0.4
/opt/cprocsp/lib/ppc/libesp kc2.s0.4.0.4
/opt/cprocsp/sbin/ppc/cryptsrv
/opt/cprocsp/lib/ppc64/libcspr.so.4.0.4
/opt/cprocsp/lib/ppced/libesp kc2.s0.4.0.4
/opt/cprocsp/sbin/ppc6d/cryptsrv
/opt/cprocsp/lib/ppc/libeppkesll.so.4.0.4
/opt/cprocsp/lib/ppc64/libcppkecsll.so.4.0.4
/opt/cprocsp/bin/ppc/cpverify
/opt/cprocsp/bin/ppc/wipefile
/opt/cprocsp/bin/ppc/csptest
/opt/cprocsp/lib/ppc/librdrrdr.so.4.0.4
/opt/cprocsp/lib/ppc/librdrrndm.so.4.0.4
/opt/cprocsp/lib/ppc/librdrsup.so.4.0.4
/opt/cprocsp/lib/ppc/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/ppc/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/ppc/libcapil0.so.4.0.4
/opt/cprocsp/lib/ppc/libcpui.so.4.0.4
/opt/cprocsp/sbin/ppc/unreg prov_type name.sh
/opt/cprocsp/sbin/ppc/cpconfig
/opt/cprocsp/sbin/ppc/mount flash.sh
/opt/cprocsp/bin/ppc64/cpverify
/opt/cprocsp/bin/ppc6d/wipefile
/opt/cprocsp/bin/ppc64/csptest
/opt/cprocsp/lib/ppc64/librdrrdr.so.4.0.4
/opt/cprocsp/lib/ppc64/librdrrndm.so.4.0.4
/opt/cprocsp/lib/ppc6d4/librdrsup.so.4.0.4
/opt/cprocsp/lib/ppc64/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/ppc64/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/ppc64/libcapill.so.4.0.4
/opt/cprocsp/lib/ppc64/libcpui.so.4.0.4
/opt/cprocsp/sbin/ppc64/unreg prov_type name.sh
/opt/cprocsp/sbin/ppc64/cpconfig
/opt/cprocsp/sbin/ppc64/mount flash.sh
/opt/cprocsp/lib/ppc/librsaenh.so0.4.0.4
/opt/cprocsp/lib/ppc64/librsaenh.so0.4.0.4
/opt/cprocsp/sbin/ppc/stunnel thread
/opt/cprocsp/sbin/ppc/stunnel fork
/opt/cprocsp/sbin/ppc/stunnel hsm
/opt/cprocsp/sbin/ppc64/stunnel thread
/opt/cprocsp/sbin/ppc64/stunnel fork
/opt/cprocsp/sbin/ppc64/stunnel hsm
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MpunoxeHne 1. KOHTpO/b LENOCTHOCTM MNPOrpaMMHOro obecnedenus

B nononHeHWe K AUCTpuBYTUBY NOCTABASIOTCS CKPUMTOBble ainbl integrity.sh, 3anyckom
KOTOPbIX MOXHO y6eAnTbCSs B LLENIOCTHOCTU ANCTPUEYTMBA A0 €ro YCTaHOBKM.

MNporpammHoe ob6ecnedyeHne CK3U Kpuntollpo CSP wumeeT cpeactBa obecrnedyeHuss KOHTpons
uenoctHocTun MO CK3U, kKoTOpble AOMKHbI BbINOJHAKTCSA Nepunognyecku.

Ecnu B pesynbrate nepuvoaMYecKOoro KOHTPOAS LENOCTHOCTM MosSABNSeTCs coobueHns o
HapyLlWeHUN LeNoCTHOCTU KOHTponupyemoro dainna, nonb3oBaTesnb 065a3aH npekpatutb paboTty u
0bpaTuTbCa K aAMMHUCTpaTopy 6e30nacHoOCTM.

AoMuHucTpaTop 6e3omacHoOCTM, MpoaHaaAu3MpoBaB MNPUYMHY, MNPUMBEALWYH K HapyLeHUIo
LesIoOCTHOCTH, pomkeH nepeyctaHoBuTb MO CK3W Kpuntollpo CSP ¢ amcTpubyTuBa, WM CUCTEMHOE
no.

Moagynb cpverify no3BonseTr OCyWecCcTBAATb KOHTPOAb LESIOCTHOCTU  YCTAHOBIEHHOIO
nporpamMMHoro obecneyeHusi. KOHTpOAb LENOCTHOCTM (aiioB oCyLecTBASETCA NMpu 3arpyske dainna
Ha ucnosiHeHMe (M MepuoaMYecKW BO BpeMs BbIMNOJSIHEHWS) WAM MNPUM PYYHOM 3anycke MporpaMmbl
KOHTPO/S LEeoCTHOCT!.

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
UesnoCcTHoCcTU daina ¢ nmMmeHem filename no naroputMy algid. Ecnn He yka3saH napametp hashvalue, 10
3Ha4veHMe XxaW-dyHKUMN Ans cpaBHeHus b6epetcs u3 danna <filename.hsh>. MapameTtp algid MmoxeTt
npuHUMaTb 3HayeHusa GR3411, GR3411_2012_256 n GR3411_2012_512. Ecau algid He ykasaH, TO
mncnonbsyetca GR3411. [-inverted_halfbytes <inv>] ykasbBaeTcs, ecnu nony6anTtbl B hashvalue
nepesepyTbl. [Mo-yMonyaHuio inv ycTaHaBnmeaeTcsa B 1 ang GR3411 n B 0 gna GR3411_2012_256 un
GR3411_2012_512.

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>] - BbMUCAEHME 3HAYEHMA X3LW
dyHkUuMn agna danna ¢ umeHem filename. lMapameTp algid MoxeT npuHMMaTb 3HadeHms GR3411,
GR3411_2012_256 un GR3411_2012_512. Ecnu algid He ykasaH, TO wucnonbdyetcs GR3411. [-
inverted_halfbytes <inv>] yka3biBaeTcs, ecnnm Heobxoaumo nepeBepHyTb nosybaiTel B hashvalue.
Mo-ymonyaHuto inv ycTaHaBnmBaetca B 1 ana GR3411 u B 0 ana GR3411_2012_256 wu
GR3411_2012_512.

cpverify -file_sign filename -cont cont_name [-pin password][-provhame Provname] [-
provtype Provtype] - noanuceiBaet ¢daiin ¢ uMmeHeM filename ¢ noMoOWbO K/OYa, B3SATOrO M3
KoHTelHepa ¢ mMeHeM cont_name. [one password - naposib 3awWmuTbl KOHTelHepa. Mons Provname w
Provtype yka3biBaloT, Kakoih npoBangep HeobxoaAuMMo ucCrnonb3oBaTb. [lone Provtype MoxeTt
npuHuMmaTb 3HadveHusa 75,80 n 81. Ecnu Provtype He ykasaH, TO ucnonesyercsa 75.

cpverify -file_verify filename [signval] -timestamp date - T[lpoBepseTr noanucb danna c
mmeHem filename. Ecnm signval He ykasaH, TO 3HadeHue Ans cpaBHeHus 6epetca u3 danna
<filename>.sgn. B none date Heob6xoaMMO ykKasaTb AaTy, kKoraa 6biia noanucb 6blna co3gaHa, B
¢dopmaTe dd.mm.yyyy.
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MpunoxeHve 2. YnpasieHne npoTOKOIMPOBAHMEM

Ona BKAOYEHUS/OTKAOUEHNS 3HaYeHMe log ncnonbaymre:

a) RH7.3, RH9.0
[Onsa 3agaHns ypoBHS MpoOTOKONa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apgaHmsa popmaTa npoTokona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19
[ns npocMoTpa MaCKu TeKyLllero ypoBHs u popmaTa npoTokoa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

b) ana RH 7.3, RH 9.0 ypoBHSA aapa
insmod drvcsp.o log_level=0x9

3HauyeHMEM MapaMeTpa YpPOBHb MPOTOKOJa sABAsSeTCS 6BuToBas Macka:
N_DB ERROR = 1 # coobuweHunsa ob6 owmbkax
N_DB_LOG = 8 # coobuieHns o BbBOBax

3HauyeHneM napameTpa gopMmaT NpoTokona siBnseTcs 6utoBass Macka:
DBFMT_MODULE = 1 # BbiBOAUTb UMS MOAYNS

DBFMT_THREAD = 2 # BblBOAWTb HOMEpP HUTKW
DBFMT_FUNC = 8 # BbIBOAUTb UMSI DYHKLMN
DBFMT_TEXT = 0x10 # BbBOAMTb CaMo coobuieHune
DBFMT_HEX = 0x20 # BbBOAMTb HEX mamn
DBFMT_ERR = 0x40 # BbiBoanTb GetlLastError
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